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II. AMBIENTTALK/M

AmbientTalk/M is a programming language for coordina-
tion of services in two or more networks. Before erabolating
on the language, we start with AmbientTalk [8], the ancestor
of AmbientTalk/M.

A. AmbientTalk 0-

AmbientTalk has been developgd as an event-driven pro-
gramming language for a single ynobile ad hoc network. The
language is dynamically-typed/ and object-oriented. As its
virtual machine is written in (Java, it is portable to many
platforms where the JVM runs,}such as Google Android [12].
N AmbientTalk has'powerful symbiosis between
AmbientTalk ObJCCtS and Java Ob_]CC'[S [13]. Beuexample, S
can write netwesking.cemmunication-of an application partly
in AmblentTa]k/M and othe-r-pm in Java
B. Actors 0{)\5\'9\\.&" QP

One of the biggest features of AmbientTalk i
based communication. Actors are concurrent c
agents [9], each of which has its own messdge queue and
independently and sequentially processes”its messages. In
AmbientTalk, distributed communicatign among devices is
expressed as passing messages among actors, When an actor
is to perform an action of an object'in another actor, it sends
a message to the actor. Then the message is added to the
message queue of the actor, which sequentially processes
messages from its message queue, usually resulting a method
invocation of the object corresponding the message. These
attributes of actors bring benefits to concurrency in that the
actors do not cause race conditions or_deadlocks against

shared objects. e MO

C. Service Discovery and Temporary Disconnection

Since mobile ad hoc networks cannot rely on any cen-
tral server to provide the locations of services [2], [14],
AmbientTalk employs the following procedure to discover
services available in a network before exchanging messages.
Suppose we have two devices: a device called Device A hosts
a printing service and the other named Device B is to use
the service by sending a message to the printing service.

Listing 1 and 2 depict typical communication in Ambi-
entTalk. First an actor creates an object that implements
necessary method for the service (line 2-6 in Listing 1)
and publishes it as services to other AmbientTalk virtual
machines in the network (line 7). A publication always
cames a type tag, €.g. Printer. A type tag is

nfermations in AmblentTalk When another

is simpler than
'{222 and other
plicitly buffered in the interpreter
when the peers are reconnected. This
makes AmbientTalk suitable for MANETSs where temporary
failures are the norm rather than exception.

Listing 1. Service Publication in AmbientTalk

1 deftype Printer;
2 def obj := object: f{
def print(s) {

i
bi
export:

g
Listing 2.

1 deftype Printer;
2 when: Printer discovered:
3 p<-print (somedoc) ;

4

obj as: Printer;

Service Subscription in AmbientTalk

{lpl

D. Problem with Multiple Networks

Although AmbientTalk is suitable ?@h single mobile ad
hoc networkf" it does not support programming in a multi-
networked environment; an AmbientTalk virtual machine
joins at most one TCP/IP network. However, it is often the
case that there are a number of distributed entities to compose
coordination—and-net all of the entities belong‘whe same
network. In that case the intermediate nodes, if any, have to
act as routers that transfer data from a network to another.
This requires a means to specify which network is used for
publishing serv1ce information or subscribing it. Nete=tifatas—

the routing t vary acecerding=t0 the applications
and the status of the network env1ronm%y&em\w1til
flexibility of adopting variouw routing algorithms is ideal’
AmbientTalk/M has been developed for that purpose.

E. AmbientTalk/M /\-a*e(@\,, Qv

AmbientTalk/M is capable of utilizing multiple networks aAaL.
ﬁ making coordination among services distributed in thedg e
networks The capability comes from port ob]ects and news E“\—L

Listing 3 and 4 write the previous coordination in Am- ’
bientTalk/M. First, in addition to the type tags, each actor
retrieves a port object, the first element of the return value
of getallpPorts method (line 2 in the both listings). After

by~ using
interesting
AmbientT]
which net
port objed

On the
to the sery

il

Siinee

export: as: on: function (line 9). What is
about the code is its third argument; because
alk/M uses multiple networks, it is able to specify
work the service is to be published on by using a
t that represents a network interface, e.g. eth0.

remote side, the other actor of Listing 4 subscribes
ice. When the service i$ discovered by the actor,




.t

Has
s —

O g ome ‘network it publishes a stubl

//of"s-e'fvrc specify which network to exp i
to and which netwetk to s tbe- to the i !
networks object§ the cpntrol of “port objects in the

it invokes the closure of the second parameter of when:
discovered: on: function (line 3-5). In the'closure, the
actor gets a far reference as the variable p. After getting
the far reference, it sends a message print with \ts string
parameter (line 4). The third parameter is a port objact used
to specify which network the service is to be ed
from.\Both export: as: on: and when: discovered:
on: are new functions in AmbientTalk/M with the capability
to specify which network to use in their communication.

Listing 3.  Service Publication in AmbientTalk/M
1 deftype Printer;
2 def port := networks.getAllPorts()[1];
3 def obj := object: {
4 def print(s) {
5 o
[
i
8 export: obj as: Printer on: port;
Listing 4. Service Subscription in AmbientTalk/M
1 deftype Printer;
2 def port := networks.getAllPorts()[1]
3 when: Printer discovered: {l|pl
4 p<-print ("Hello, World");
5 ) on: port;

st

F. Port Objects

The third argument of the new functions is{a port object
(port in Listing 3 and 4). This is a new kind of object
in AmbientTalk/M representing a physical network interface
of the device. From an actor’s point of view,|it represents
a network, which is used to specify the i
publication and subscription. If the device, for example, has
three network interfaces, the getAllPorts method returns
an array of three objects that represent these interfaces
respectively. The second line of Listing 3 retrieves the first
element of the array. As in the prev1ous examp]e of L1st1ng 3

actors. Through the objectg’ we\can retrieve all port objects
avallable the actor.
dxﬁ(_“{)% -

Actors play an important role in coordination in Ambi-
entTalk/M. Developing applications for mobile devices that
use a service in another network increases the code com-
plexity because they cannot reach the service directly and
thus some routing algorlthms are to be implemented in the
application. To ¢ Hre=affie wity AmbientTalk/M provides
a means of deaki tth— entng routmg algorlthms

G. Actors for Routing

etworks, through which ser-
nd messages are transferred
pagating service information

from @ network to another. Proj
means that when a gateway actor discovers a service form

for the service to ?ﬂr

variety of routing frameworks'explaine
By reflection, we mean the ability t

intercept a language
behavior from within the language [15], [16], [17]. Normally
when a message is created and sent from an actor and then
445 received by another actor, thig results in invoking the

corresponding method of an object.’ However,
an intercept such behaviors from a meta-level point of view
sin

rogrammers

how an actor receives the message (by overriding receive
method). Gateway actors are implemented using reflection;
when they receive a message from a sender in a network, they
forward the copy of the message toward the actual receiver
in another network, instead of callin a method of an gbject

U~

There may be another ay to implement messaging
frameworks the virtual machine of Am-

bientTalk/M in Java. However, it requires converting Java
objects to AmbientTalk/M objects and vice versa. €empared

—to-Tmplementing-+-in—virtaal-machines, _it.ls thus far more

concise to manipulate AmbientTalk/M object from within the
language, especially when implementing routing algorithms
based on AmbientTalk/M objects.

ITI. COORDINATION IN AMBIENTTALK/M

AmbientTalk/M exhibits expressiveness and flexibility for
creating a variety of coordination frameworks among dif-
ferent networks. This section shows how the actors in
AmbientTalk/M are customized for specific tasks and how
their reflective capability plays an important role in suekr
coordination.

A. Messaging among Multiple Networks
Ce
Suppose we are going to print a document using a printer but
it belongs to a different network than the network our mobile
phone is using. Fig. 1 describes that situation where a printer
logically belongs to Network Y, and a client to Network X.
The client the code in Listing 4 and the printer
code in Listing S\ _A device has two interfaces to
belong to,&both n ng the gateway actor to
bridge them. JLans

After the printer service information is propagated via the
gateway actor, the client sends a message to the printer 4%
the gateway actor. As the gateway actor’s reception behavior
is modified so that it transfers the message to the printer,
the printer in Network Y receives the message from Network

inggreflectOnActor function. AmbientTalk/M provi
methods to override the default behavi ors: how
the message is sent (by overriding/sendTo meth and

start with very simple coordination & two networks.

W\»ﬂ‘%"eﬁé

B
proday

A gy

lek ws (wei quq%ﬂ,

Eaud-

X. This simple communication can be extended to deal with ‘ ‘

many cases, where devices have to communicate beyond eae

network. \QQMM.AL es.

One possible situation is a heterogeneous network envi-
ronment; Network X and Y in Fig. 1 can be IEEE 802.11

Ko,
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Client Gateway Actor } Printer
R oty 5w N 4
reflectOnActor: {
def receive (receiver, msg) {
transfer the message to the printer
1}
Fig. 1. Coordination in Multiple Networks

and Ethernet. Bluetooth [18] is also a possible choice. Since
there are already many portable devices that can belong to
separated stationary networks and wireless networks, appli-
cations written in AmbientTalk/M would bridge the logically
separated networks, where logically separated means these
network form different subnets or networks on different
protocols. Wan (V.

Another target can be a number of networks linked to-
gether by gateway actors. Suppose a train of 8 cars and
in each car at least one gperson is seated playing the same
chatting application AmbientTalk/M. Even if the car is
too long to bring persons in the first car and the last car into
the same ad hoc network, the nctwork can be logically linked

gie y Fs=gitven intermediate devices
dev1ces can exchange messages
each other. In that case, gateway actors only propagate
service information one another and
alzefpti€m, but also receive the message
normal behaviors for the users playimeg the
intermediate llnkmg devices.

themselves as
pplication in the

#nd that routmg frameworks in Amblent lk/M complement
the intra-network packet routing with the/inter-network mes-

sage routing, &&W
ultiple Paths ‘h?\ﬂ/

ore paths from'source
depicts one gf such

B. Routing Frameworks for

Sometimes networks two or m
of a message to its destination. Fig. 7
situationg. A service Chat is published in Actor D. The actor
is connected Actor B and C, but is s¢parated from Actor S,
which discovers the chat service through two paths: a path of
D, B, A and S, and the other of D, C and S. After the service
is discovered by Actor S through the two paths, the actor
is to send a login message to the servicey selecting which

def obj := object: {
def login(m) {...}
Yi

export: obj as:

when:Chat discovered: {|s}
Hello” )

s<-login(”

Chat;

(d1)

(s1)

@/V/\ oy
reflectOnActor: {

def sendTo(receiver, msg) { def receive(receiver, msg) {
send copies of the messages remove duplications

3 3}

(s2)

reflectOnActor: {

Fig. 2. Flooding Framework in Two Available Paths

\@aﬁwk O~ 1ef

plicated mességes its reception b
to filter messa e i dentlt asfin (d2), resultingone

method invocation for ngmal message. This framework
has robustness against failures in intermediate nodes. Note
that to add identities to services or messages we extend
multiway references used in AmbientTalk RFID project [19];
a service that uses multiway references is published with its
identity and actors recognize the references to the service
from two or more paths as one reference based on the
identity.

Minimum Hop selects a shortest path. Inthis framework
gateway actors propagate service informfation with its hop
counts from its origin in addition to-the service identity. This
means, when an actor gets afar reference to a service, it
also knovﬁhow far t the service is. By using the
hop count information, a message sender selects a reference
which has the minimum hop count. Compared to the flooding
framework, this framework has traffic efficiency by avoiding
unnecessary duplicated messages flooded in networks,

Note that routing frameworks act transparently;
cation code, (s1) and (d1) in Fig. 2, are wrj orthogonally
from their routing frameworks, (s2) (d2). This is the
reason why applications written in{AmbientTalk for
one networkgcan be easily extended environments with
multiple networks, by installing these frameé s into actors.

This separauonLavmds unnecessary code complexi GS
% Conlerhg

C. Opportunistic Networks

Opportunistic networking [20] consists of mobile devices,
some of which are frequently out of range from a network
but are in the range of other networked devices. The network
0 nistically uses the intermediate nodes’ mobility to
eliver/data from one network and another as they move

s networks. Suppose that, in Fig. 1, Network X and Y are
physitally separated and thus the intermediate node hosting

10r_i

AmbientTalk/M can be easily used in such networks
because the language regards moves of portable device

S{M,\Ai«

O\




é:‘{'w_’ fekllewsng encryption framework

e

b

implicitly buffered @ the virtual maching“of the device and
then automatically delivered to the déstination when it is
reconnected to the network of the destination as the device
moves. This abstraction means, that applications written in
AmbientTalk/M work normally in opportunistic networks
without othersigiseserious—cares for the mobility an the
disconnections. G-
Note that, of course, AmbieAtTalk/M prgw es means of
being notified when the—destmation—is disconnected and
etrieving the buffered messages from the\irtual machines.

They are necessary when we implement rouiting frameworks
to select paths that are currently Aivd’

(ome

D. Ei jon in Routi ‘ $f-<t—j""’{) '
. Encryption in Routing ,
87 P ks

AmbientTalk/M is applicable to secure m
times we cannot trust intermediate node§ and do not want,
them to look inside our messages. Ip-that case we can adeft
in Listing 5 and 6 in‘com-
municating endpoints and insert some additional annotations
injapplication code to modify messaging behavior.

When a service is discovered in the client of the service at
the beginning of Listing 5, the client sends a 1ogin message
with a secret password, which the client does not want to be
seen in intermediate nodes. In this encryption framework,
the client uses Encryption (line 1) when sending
€ssage, which triggers an additional encryption
ocedure (line 6-7) just before the message is sent. This
encryption algorithm can be simple XOR encryption based
on their pre-shared key. If so, only nodes which have the pre-
shared key can decrypt the contents of the message. On the
other hand, the receiving actor decrypts the message with
their pre-shared key (line 4-6 in Listing 6) if the message
is tagged as Encrypted; otherwise, the overriding function
uses its default behavior (line 7). As all encryption and
decryption procedures are performed in reflective parts of
the code, the a 1 cost in the application code to act
on this encryptignh framework #2enlyythe annotation.

Note thatn Listing 5, we assume\that some functions,
e.g. decrypt and encrypt, are defihed somewhere and,

ryptosystem can be installed ir}_o,act rs using reflection.

Listing 5. Message Sending in Encryptioh Framework
service<-login (password)@Encryption

reflectOnActor: ({
sendTo (receiver, msg) {
if: (is:msg Tagged:Encryption) then:
def key := getPreSharedKey();
sendTo (receiver, encrypt (msg, kdy));
}
super “sendTo (receiver, msg);

[SEV-RCEN - NV IE NEWE

Listing 6.
reflectOnActor: {
receive(receiver, msg) {
if: (is:msg Tagged:Encrypted) then:
def key := getPreSharedKey();

Message Reception in Encryption{Framework

)

1

2

3

4

) receive (receiver, decrypt (msg, key));
6

7 super”receive (receiver, msg);

8

approaches have been presented. y can be classified
as communication protocols,) middjeware, and languages.
Communication protocols, such ag JINI [6], or UPnP [7]
are standards to connect devices in‘easy and systemi
They step forward from convgntional stable orks toward
more dynamic ones, where|clients dyhamically discover
services of—their=ferest in' “plug-and-play” manner. As
UPnP is supposed to work in‘stable network with plenty
of computation resources, it requires each service to have an
HTTP server to send their XML description. This character-
istic makes the standard not suitable for being used in small
portable devices that are common in MANETS. In contrast,
JINI’s proxy can play@xbstitute role for a service when the

device of the service ldoes not have enough machine power
to hold a service. O~

There are packet routing protocols, such as AODV [10]
and TORA [11], to transfer packets in dynamically changing
ad hoc networks. There is generally a trade-off between

them and high-level abstractions; these low-layer protocols da2.

Jg relatively fast and can be used to support other systems

than a specific programming language, while high-level
abstraction presented in this paper allows prograrry,&e/
adjust routing frameworks to their requiremegts in high-
level programming language. Evaluation our approach
efficiency remains future work. Sensor networks [21] are
also active fields, where applications using them are being
developed for surveillance and health monitoring. Compared

to mobile ad hoc networks, they deploy mueh-rore Tumbes (1,
of embedded sensor nodes and their focuses are also on
relatively low layer, such as energy efficiency in digital
circuit design, rather than programming support.

LIME [3] and TOTA [4] are middleware of tuple spaces for

mobile environments. LIME’s tuple spaces are processed by
merging two tuple spaces when two nodes are close to eac

cted host as normal gewhich—tasets—often—in—ad_hoc
s. The middleware’s epidemic protocol enables hosts
to transfer a message to other ad hoc networks which do not
have the message yet.
There are also object-oriented mldd]ewaregwhose message
transmission is performed in method invocation of objects.
JINI [6], theu@a:i-t—i-s@entioned in communication protocolg;
and CORBA [22] fall into this category. JINI’s proxy and
Java’s code mobility enable services to evolve implicitly
without notifying its change to its clients. CORBA is a
widely accepted middleware for its interface-based commu-
nication that hides details of service implementation and its
implicit data conversion that occurs when a service receives
a message.

As high-level programming languages, Pantaxou [23] pro-
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